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REQUESTS WE SEE
IN THE FIELD

= Easy configuration and maintenance
= Checking security status
= PostgreSQL Encryption

= Anomaly detection
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WHAT SUPPORT PEOPLE
SEE IN THE FIELD

Some people struggle to configure permissions properly
= Setting is the easy part
= "Checking’ is the hard part

= Getting an overview is hard!
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CHECKING
SECURITY STATUS

» Extracting a full overview in PostgreSQL is not easy

= \Z IS ...

= well, not so user friendly
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0g_permission:
COMING TO THE RESCUE

Freely available at:

» https:.//github.com/cybertec-postgresql/pg_permission

pg_permission can do two things:

= Provide overview

= Calculate the difference between “is" and “should be”
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https://github.com/cybertec-postgresql/pg_permission

OVERVIEW

test=# \d all permissions

Column

object type
role name
schema name

object name
column name
permission
granted
Triggers:
permissions trigger INSTEAD OF UPDATE ON all permissions
FOR EACH ROW EXECUTE FUNCTION permissions trigger func ()

0g_permission:

View "public.all permissions"

Type

obj type
name

name

text

name
perm type
boolean

Collation

Nullable

Default
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0g_permission:
REACHING TARGETS

INSERT INTO public.permission target
(role name, permissions, 1
object type, schema name)
VALUES
('appuser', '{USAGE}',
'SCHEMA', 'appschema');

INSERT INTO public.permission target

(role name, permissions,

object type, schema name, object name)
VALUES

('appuser', '{USAGE}',

'SEQUENCE', 'appschema', 'appseq'):;
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0g_permission:
REACHING TARGETS

SELECT * FROM public.permission diffs();
missing | role name | object type | schema name | object name | column name | permission
f | laurenz | VIEW | appschema | appview | SELECT

t | appuser | TABLE | appschema | apptable | DELETE
(
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PostgreSQL Encryption

= Standard PostgreSQL stores data on disk in a

non-encrypted way

= Many companies need that
= Sometimes legal requirements

= Sometimes company requirement
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PostgreSQL TDE:

= We developed a solution for a client

= We will try to push it into PostgreSQL 13+
= Still major discussions on mailing list

= We cannot wait

Transparent Data Encryption

PostgresSQL

TDE
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POSTGRESQL TDE CYBER

completely secure DATA SCIENCE & POSTGRESQL

LDAP

Active Directory Authentication

certificate
etc.

FULLY FULLY
ENCRYPTED _WAL_STREAMlNG L. ENCRYPTED

MASTER DB fully encrypted* SLAVE DB

o A HOW POSTGRESQL
[onwen o TDE WORKS

*WAL-STREAMING with SSL




VERSIONS AVAILABLE

Code for PostgreSQL 9.6 available on our website
" wWww.cybertec-postgresqgl.com

PostgreSQL TDE 12 will be Open Source
= released in November

» |Includes hardware acceleration
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http://www.cybertec-postgresql.com/

FULL SUPPORT
AVAILABLE

= 24x7 support available

= We provide consulting
= Help with key integration
= |[ntegration

= Services available world-wide
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ANOMALY DETECTION

» |s there strange user behavior?

= Maybe DDLs at unusual times?
» Maybe strange changes in data?

» CYBERTEC can detect that
* Helps to detect intrusion
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C EO P g QUESTIONS?
Hans-JUrgen E o’
Schonig

MAIL hs@cybertec.at

PHONE +43 2622 930 22-2
TWITTER @postgresqgl_o07

in(w@

WEB wWWwWWw.cybertec-postgresgl.com

TWITTER @PostgresSupport
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