
SUPPORTING HIGH-SECURITY 
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H A N S - J Ü R G E N  S C H Ö N I G



ABOUT CYBERTEC

DATA Science

 Artificial Intelligence

 Machine learning

 BIG DATA

 Business Intelligence

 Data Mining

 Etc.

POSTGRESQL Services

 24x7 Support

 Training

 Consulting

 Performance Tuning

 Clustering

 Etc.
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Customer
Sectors

University

Industry

Electronic

Government

Finance

Trade

Automotive

Etc.…



SECURITY 
REQUIREMENTS OF 

THE FUTURE



REQUESTS WE SEE 
IN THE FIELD

 E a s y  c o n f i g u r a t i o n  a n d  m a i n t e n a n c e

 C h e c k i n g  s e c u r i t y  s t a t u s

 P o s t g r e S Q L  E n c r y p t i o n

 A n o m a l y  d e t e c t i o n



EASY CONFIGURATION 
AND MAINTENANCE



WHAT SUPPORT PEOPLE 
SEE IN THE FIELD

S o m e  p e o p l e  s t r u g g l e  t o  c o n f i g u r e  p e r m i s s i o n s  p r o p e r l y

 S e t t i n g  i s  t h e  e a s y p a r t

 “ C h e c k i n g ”  i s  t h e  h a r d p a r t

 G e t t i n g  a n  o v e r v i e w  i s  h a r d !



CHECKING 
SECURITY STATUS

 E x t r a c t i n g  a  f u l l  o v e r v i e w  i n  P o s t g r e S Q L  i s  n o t  e a s y

 \ z  i s  .  .  .

 w e l l ,  n o t  s o  u s e r  f r i e n d l y



pg_permission:
COMING TO THE RESCUE

F r e e l y  a v a i l a b l e  a t :

 h t t p s : / / g i t h u b . c o m / c y b e r t e c - p o s t g r e s q l / p g _ p e r m i s s i o n

p g _ p e r m i s s i o n c a n  d o  t w o  t h i n g s :

 P r o v i d e  o v e r v i e w

 C a l c u l a t e  t h e  d i f f e r e n c e  b e t w e e n  “ i s ”  a n d  “ s h o u l d  b e ”

https://github.com/cybertec-postgresql/pg_permission


pg_permission: 
OVERVIEW
test=# \d all_permissions

View "public.all_permissions"
Column |   Type | Collation | Nullable | Default

-------------+-----------+-----------+----------+---------
object_type | obj_type |           |          | 
role_name | name      |           |          | 
schema_name | name      |           |          | 
object_name | text      | C         |          | 
column_name | name      |           |          | 
permission  | perm_type |           |          | 
granted     | boolean |           |          | 

Triggers:
permissions_trigger INSTEAD OF UPDATE ON all_permissions

FOR EACH ROW EXECUTE FUNCTION permissions_trigger_func()



pg_permission: 
REACHING TARGETS
INSERT INTO public.permission_target

(role_name, permissions,i
object_type, schema_name)

VALUES
('appuser', '{USAGE}',
'SCHEMA', 'appschema');

... 
INSERT INTO public.permission_target

(role_name, permissions,
object_type, schema_name, object_name)

VALUES
('appuser', '{USAGE}',
'SEQUENCE', 'appschema', 'appseq');



pg_permission: 
REACHING TARGETS

SELECT * FROM public.permission_diffs();

missing | role_name | object_type | schema_name | object_name | column_name | permission
---------+-----------+-------------+-------------+-------------+-------------+------------
f       | laurenz   | VIEW | appschema | appview |             | SELECT
t       | appuser | TABLE | appschema | apptable |             | DELETE

(2 rows)



PostgreSQL Encryption

 S t a n d a r d  P o s t g r e S Q L  s t o r e s  d a t a  o n  d i s k  i n  a  

n o n - e n c r y p t e d  w a y

 M a n y  c o m p a n i e s  n e e d  t h a t

 S o m e t i m e s  l e g a l  r e q u i r e m e n t s

 S o m e t i m e s  c o m p a n y  r e q u i r e m e n t



PostgreSQL TDE: 
Transparent Data Encryption

 W e  d e v e l o p e d  a  s o l u t i o n  f o r  a  c l i e n t

 W e  w i l l  t r y  t o  p u s h  i t  i n t o  P o s t g r e S Q L  1 3 +

 S t i l l  m a j o r  d i s c u s s i o n s  o n  m a i l i n g  l i s t

 W e  c a n n o t  w a i t



HOW POSTGRESQL
TDE WORKS



VERSIONS AVAILABLE

C o d e  f o r  P o s t g r e S Q L  9 . 6  ava i lab le  on  our  webs i te

 www.cyber tec-postgresql .com

PostgreSQL TDE 12  w i l l  be  Open  Source

 re leased in  November

 I nc ludes  hardware  accelera t ion

http://www.cybertec-postgresql.com/


FULL SUPPORT 
AVAILABLE

 24x7  suppor t  ava i lab le

 We prov ide  consu l t ing
 Help  w i th  key  in tegrat ion
 I n tegra t ion

 Serv ices  ava i lab le  wor ld-wide



ANOMALY DETECTION

 I s  there  s t range user  behav ior?
 Maybe DDLs  a t  unusua l  t imes?
 Maybe s t range changes  in  data?

 CYBERTEC can  detect  that
 Helps  to  detect  in t rus ion



CEO
Hans-Jürgen 
Schönig
M A I L hs@cybertec.at

P H O N E +43 2622 930 22-2

T W I T T E R @postgresql_007 

ANY 
QUESTIONS?

WEB www.cybertec-postgresql.com

T W I T T E R       @PostgresSupport
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